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Introduction to the Course

Ethical Hacking is something we hear in increasing frequency nowadays. With
the development of technology, data breach and hacking are the most common
terms we hear today. An Ethical Hacker is a person who penetrates a network to
check for vulnerabilities.

This type of service provided by Ethical Hackers is known as Vulnerability
Assessment & Penetration Testing | VAPT services. In our ethical hacker training
program, the student will be trained by field professionals who have been
working as Ethical Hackers/Cyber Security Analysts for the last 8 -10 years. In the
last few years, the security of a software product has increased by almost ten-
fold.

Being an Ethical Hacker/Cyber Security Analyst, the student can get jobs in many
prestigious MNCs as a Security Analyst who points out all the vulnerabilities in
the infrastructure and finds solutions to resolve them. In this certified ethical
hacking course, you will be trained in various methods of hacking into a system.

FOCUS AREAS

@® Network Security ‘€ &% Web Application Security @

0

£\ Cyber Forensic ®

E

@ Android Application Security i

IEMLabs | CEHP




What makes this ethical hacker training course much more
exciting is that we provide hands-on training procedures
through projects and practical-based classes throughout the
entire curriculum of the course.

We at IEMLabS provide both Online (through platforms like
"Google Hangouts Meet" , "Go to Meeting", "Zoom", etc) and
Offline mode classes, The most beneficial point for a student to
get trained by IEMLabs is "One Year Lab Access", i.e. every
student from the date of admission will have access to our "
Online Virtual Lab" for practicing and getting all notes, pre-
recorded videos, and tools according to their course for one
year free of cost.
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CEHP course in America by IEMLabs is one of the most popular Ethical
Hacking training programs in the country.

MARKET JOB OPENINGS

Cyber Security Analyst IT Security Analyst

Click Here to View Jobs Click Here to View Jobs
Penetration Tester Security Consultant
Click Here to View Jobs Click Here to View Jobs
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ABOUT THE COURSE

® COURSE TYPE: BASIC

® ELIGIBILITY CRITERIA:

— Knowledge of Networking and Web Development
— Minimum System Configuration Required:

o Intel i5 Processor
o0 8GB RAM

o TTB Hard Disk

@ Batch Size: 5 students maximum
® Course Duration: 40 hours

COURSE 14000 INR 14000 INR
FEE:

TRAINING ANY KOLKATA
LOCATION:
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Course Content
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MODULE 01 Introduction to Ethical Hacking
MODULE 02 Footprinting and Information Gathering
MODULE 03 Scanning Techniques

MODULE 04 System Enumeration

MODULE 05 Vulnerability Analysis & Penetration Testing
MODULE 06 System Hacking

MODULE 07 Malware Analysis

MODULE 08 Sniffing

MODULE 09 Session Hijacking

MODULE 10 Phishing/Social Engineering
MODULE 11 Denial of Service

MODULE 12 Evading IDS, Firewall, and Honeypots
MODULE 13 Web Servers Penetration
MODULE 14 Web Applications Penetration
MODULE 15 Mobile Applications Penetration
MODULE 16 SQL Injection Techniques
MODULE 17 Wireless Network Hacking
MODULE 18 loT Penetration

MODULE 19 Cloud Security Analysis
MODULE 20 Cryptography Techniques
MODULE 21 Project/Exam
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