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A bug bounty is an optional plan tp locate configuration end programming faults that security teams
and developers might overlook. These faults can subsequently resultin big problems. The bug
hunters find out the vulnerabilities through performing penetration testing and FubsequentlY release
hhe details of the flaws to the pompany in a principled manner.

INTRODUCTION TO THE COURSE
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Various websites ana software companies are currently offering the bug bounty program to reduce
their network security vulnerabilities: Reciprocally, they give rewards and acknowledg ment to the
bug hunters, The bug bounty program is essentially a rewa rds Program where network security
professionals look for vulnerabilities and inform thé companiesabout them to win the bug bounty
ewards. As rewards, they receive moneyü acknowledgment, or even jobs. Some of the famous bug
bounty platforms are listed below:
• Bugcrowd
• HackerOne
• Open Bug Bounty

Wifi Hacking Basics of networking

Introduction to Cyber Security Network Security Implementation
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MARKET JOB OPENINGS

Technological developments in the IT industry are taking place rapidly
around the world. At the same time, cybercriminals are also getting
advanced. To secure a company from hacking attacks and data breaches,
skilled bug bounty hunters are always in demand.
The Certified Bug _Hunting Professional CBHP program launched by
IEMLabs guidesyou on how to identify bugs and fix them.
The training sessions WII be conducted by our industry experts who have
experience working in the field of bug bounty hunting over the past 8-10
years. Using the Certified Bug Hunting Professional CBHP certification
credential, students will be able to apply for related job opportunities.
The training sessions will be conducted by our industry expert who have
experience working in the field of bug bount hunting over the past 8-10
years. Using the Certified Bug Hunting Professional CBHP certification
credential, students will be able to apply for related job opportunities.

The Certified Bug Hunting Professional CBHP course by IEMLabs in the US is
unquestionably one of the best data security penetration testing courses in the
country and beyond.

Click Here to View Jobs






Click Here to View Jobs

Click Here to View Jobs
Application Security Manager

Click Here to View Jobs

Application Security Architect

Principal Security Engineer Security Analyst - DAST/SAST
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→  Knowledge of Networking and Web Development

Course Type: Basic

Eligibility Criteria:

Batch Size: 5 students maximum

Course Duration: 40 hours

COURSECOURSE
FEE:FEE:

TRAININGTRAINING
LOCATION:LOCATION:

ANY

13000 INR

KOLKATA

ABOUT THE COURSE

13000 INR

→  Minimum System Configuration Required:

o Intel i5 Processor

o 8GB RAM

o TTB Hard Disk
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MODULE  01 Introduction to Bug Hunting 

MODULE 02 Lab Setup

MODULE 03 Guide to Reconnaissance

MODULE 04 Subdomain Enumeration

MODULE 05 Post Scanning

MODULE 06 Installing and Understanding Burp suite

MODULE 07 HTML Injection

MODULE 08 (Cross-Site Scripting)

MODULE 09 Host Header Injection

MODULE 10 SQL Injection

MODULE 11 Unvalidated Redirects and Forwards

MODULE 12 File Uploading

MODULE 13 Rate limits and tricks

MODULE 14 Parameter tampering

MODULE 15 (Insecure Directs and Forwards)

MODULE 16 SSRF(Server-side request forgery)

MODULE 17 Cors Exploitation

MODULE 18 Subdomain Takeover

MODULE 19 Command Injection

MODULE 20 Local File Inclusion(LFI)

COURSE CONTENT
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MODULE  21 Remote file inclusion(RFI)

MODULE 22 CSRF(Cross-Site request forgery)

MODULE 23 XXE(XML External Entity) injection

MODULE 24 SESSION COOKIE ATTACK

MODULE 25 Business Logic Flaw

MODULE 26 Privilege Escalation and Automation

MODULE 27 Source code Discloser

MODULE 28 Project

COURSE CONTENT



Unit: 601, Godrej Genesis Building, Block EP
& GP, Kolkata-700091, West Bengal, India

Toll Free: 1800 270 3002
www.iemlabs.com
iema@iemlabs.com
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